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Managing complexity and maximising operational

efficiency, safety and security in smart ports.
TERRA 4D is tailor-made to address these

requirements and provides its clients with an

iIntegrated vendor agnostic geo-spatial command

and control centre solution.

TERRA 4D, an open Software Integration,
Management and Visualisation platform,
integrates and links data in real time from various
subsystems. The solution offers sophisticated
features that support operators in all departments
in smart ports, to assess and resolve incidents and
to manage daily tasks efficiently.

TERRA 4D helps smart ports to:
* Integrate operations applications into a single
platform to reduce complexity

 |mprove situation response times and minimize
risk

e Provide a common operating picture enabling
superior situational awareness, management
and real-time resolution

* Geo-reference and correlate information
from multiple security, safety and operational
subsystems to manage and resolve immediate
tasks

¢ Intuitive workflows guide operators and
remove randomness, reduce stress and enforce
compliance for legal and company guidelines

Challenge

New challenges for smart ports include adaption
of advanced technologies and complying with
expanding regulations and policies in the command

and control centre. The availability of un-structured
data is increasing dramatically and operators are
forced to manage complex situations and daily
tasks under extreme time pressure. Accidents, theft,
sabotage, spying, pollution and terrorist attacks on
land, sea and from air become increasingly serious
problems for ports around the world together with
yearly rising of goods & personal handling.

Solution

TERRA 4D integrates, manages and visualises
unstructured information from physical sensors
and data bases. The solution presents structured
data in a geographical context offering superior
situation awareness in real-time to all stakeholders
in a smart ports. TERRA 4D reduces costs of
service by increasing efficiency and avoidance of
human errors.

3D GIS Model

TERRA 4D is based on a 3D geographical
information system (GIS). The model offers
seamless navigation throughout the entire area of
a smart port incl. inside structure of buildings. It
supports multiple GIS layers, e.g. satellite imagery
of the harbour, street maps, blocked roads, alarm
zones, water supply, and presents all connected
subsystems and data points in a virtual 3D
environment.



Command and Control Center

Integration Platform

Subsystems

Land Marine Facilities Operations Community
Security & Air Systems

Land Security Systems: Fencing, PID, CCTV, Thermal (EO/IR), LPR, Facial Recognition, Video Analytics, ACS, Barrier, Gate, X-Ray Screening, UAV, Mobile Comm.

Marine & Air Security Systems: Radar, Sonar, AlS, Thermal - EO/IR, Metrological, VHF Radio, UAV Detection, Environmental Sensors
Facilities: Building Mgmt., Fire & Smoke Alarm, Lighting / Power, Communication, ACS, Facial Recognition, Video Analytics, X-Ray Scanning, Waste & Water Mgmt.
Operations: Terminal Planning, Container Mgmt., Yard / Gate Planning

Community Systems: Vessel Mgmt., Maritime Transport, Berth Reservation, Notifications, Service Ordering, Import / Export , Balast Mgmt., Waste Mgmt.

Traffic Management

As global transportation of goods and people is
increasing on a yearly basis, traffic in sea ports
continuously grows. TERRA 4D provides a flexible
platform to include different operational systems
to management and track traffic in the harbor
(people, vehicles and trains) and on sea (vessels).
It provides tools to analyse current conditions and
predict future traffic situations.

Container Management

TERRA 4D creates profiles for every container
entering and leaving the smart port. All data
gathered by different systems like CCTV, optical
charater recognition, video analytics, x-ray images
and GPS tracking information and manual data
entry (e.g. via mobile device) is stored in a single
data record for later analysis or investigations.

Safety and Security Management

TERRA 4D geo-references and correlates
information from smart fences / perimeter, CCTV,
access control system, fire / smoke detection
systems, intrusion systems and others in real-time.
Any exceptional situation will automatically raise
an alarm as the system permanently analysis
actual data based on pre-configured rules.

Environmental Monitoring

TERRA 4D correlates information from
environmental sensors and services to detect
pollution. It provides guided workflows / reporting
to operators and emergency teams based on
predefined procedures and legal requirements.

Centralized Platform

TERRA 4D is a vendor agnostic integration and
management platform which connects all existing
and future systems, subsystems, sensors and

data bases in one common and easy-to-use user
interface. It allows management, coordination,
correlation, escalation and sharing of all data
through a single platform. Command and control
centres, field staff and connected external
resources benefit from the centralized platform
as re-occurring tasks, responses on alarms and
incidents are handled more efficient and without
operator randomness.

Transportation and Operation

TERRA 4D allows tracking of vessels, trucks,
trains and containers. The system uses all
connected subsystems to provide operators in
the command and control centre a complete
picture of all ongoing activities in a smart port.
All data is recorded time-synchronized offering
real-time viewing, rewind and replay history and
visualization of historical tracks in the 3D GIS
model.

Selective Data Sharing

TERRA 4D ensures everybody in the operational
chain is correctly informed and knows the
appropiate action to take. Structured data can

be accessed and shared, subject to relevant
authorisation levels and privileges to information.

Use Cases

TERRA 4D can help to manage operations in a

smart port:

® TERRA 4D tracks trucks, trains, vessels and
containers from arrival until departure from the
smart port and stores all data in the database

® TERRA 4D controls an UAV in case of a
perimeter intrusion alarm (UAV is send to target
coordinate and transmits a live video stream to
the command and control centre)

¢ TERRA 4D guides users through workflows that
comply to operational and legal requirements




Event and Alarm Management

e
G =2
N -~
e

Spacial data correlation

Layout Independent Program (LIPO)

N

3D Visualization

Multi Layer GIS with real-time
rendering engine
_

- _

T e s et ot and s G he Dspce.

Video

Multi camera tracking

Mobile Interception & Tracking

_

FAST Protect AG

Alte Steinhauserstr. 1
6330 Cham
Switzerland

Tel  +41415616010
Fax  +414156160 11

FAST Protect GmbH
Siemensstr. 16/1

88048 Friedrichshafen
Germany

Tel  +49(7541) 950 177 0
Fax  +49(7541) 950 177 1

solutions@fastprotect.net
www.fastprotect.net

© FAST Protect AG - Subject to change - 060101503 www.lake-of-consens.com - 12.2014



